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¥iEB I electronic records
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NFFEHE G (PKI) public key infrastructure
ST B EAEI R 2ERE W, RO, PLEE. SEENATHF A S T2k .

WIER > (CA) certification authority
ZH P {E1E, 3T ac ik e e .

WFIEP (BOEH) digital certificate

HE30ARTR, HAEAEWE. v{EHENA EEMNS=FUEEIAUENLF] (CA) #HiTHFE
LR —PM{E RS SFEPEESHEATFEHMAENGE R, AT, 24590
FICAHI M F R4

MEFHLIEUF certificate validation

BAE 764 R AT R, TSR A — MENER B MR E AT, TR i%es
o ERFTAE B AR CME S BRA B ) «

WEPHIHEYIFT (JBAH) certificate revocation list (CRL)
—PEFRVINTIE, BIRET RIEBEAHF AN LEMIFES.

AFER (A48 public key
P B R AT AR .

FHhEBEH ((FLHH) private key
3.2 EWIAERESIH, BREHMNPAZE AN FEA.

3.3 YaRiE

T ¥ 4a 8 vEE A 304 -

API MNMAFEI1% 0 (Application Programming Interface), {8FRM D
CA IE45AUEHLFY (Certification Authority)

B/S W %25/ AR 95 2% (Browser/Server)

C/S 2= Pl 4y 2% (Client/Server)

PKI AR HE (Public Key Infrastructure)
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PR 3542 FRGE TERY FH 43 C1 Y30 WO 28 3 LACOMIZ A 77 SR A5 PRI A, AR Y TT Il 2
PIEF T, SCEER A, {31 IMicrosoft Internet Explorer 6.0LL .

| o A i Se I M DI RE IS (BT FIhfie) - |

a) SCAHSETE: XMW ME BT 78R, HidREHEESL ANEiEE.

b) FZELICUE: BWFEITERIIE.

c) TTAHUETS: 1EPT AR LR IEZ ANETFEEE R,
AR 55 2% im

AR 95 25 St DL AR 55 2 o SR AR 2014 « FH P 1 30) 00 88 S X 7 1) AR 45 2R 4R AT B I T2 N k4T
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5.1 YEER IR

ol B 2% v TERY FH 2 DR S a5 LU AL 4 g ¥

X2 ¥ : CSS SignData

Form 2= 22 R ¥: CSS SignForm

MAE L ¥ CSS_SignFormFields

HTML SCHS5E A R ¥ CSS_SignInTags

HTML JCAS 229 FE R % CSS_SignInTagsEx
YCUEPREL: CSS VerifyData

Form 32 UF e ¥f: CSS VerifyForm

WACUFER¥: CSS VerifyFormFields

HTML SCR4 38R ¥ : CSS_VerifyInTags

. HTML SCRS3CUEY R R ¥k : CSS VerifyInTagsEx
. DU 22 QPR 1A : CSS_GetImageldentity
U 22 R (R 3. CSS GetImageData

W R B {iea¥: CSS SetImageData

. REE R (GeR 4 CSS_GetEncodedData

. B IPTF e R & CSS SetEncodedData

W AUEP I UE M bl R %: CSS SetCertificateURL
THIRTH B BA%L: CSS_GetErrorMsg()

T2 eh%: CSS SignData

EE Z 44 TR BOOL
CSS_SignData (LPCTSTR strData)

ThiiEfa R CER T RF R 4.
strData: [in] #5204 MW CEE.

FALSE: 2544 9.
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Form &2 e(%%: CSS_SignForm

BOOL

CSS_SignForm (LPCTSTR FormName,

LPCTSTR ExcludeName,
BOOL bIncHidden )

The R I %46 5E form AT {EEMMABN FHITHFES .
Z 3R FormName: [in) f42:4 M) form % .

ExcludeName:[in] A~ % 25 £ W) F B W % 2 . W -
FirstName, LastName” #7~ “FirstName” Fl “LastName” A~7F#%

BHZLI.
bIncHidden: [in] True F4#i5542 W51 Hidden 35;
| | False 24 N BEAEH Hidden k.
i[5 TRUE: 2544130,
FALSE: 247 KW

oy 2 R ¥ : CSS SignFormFields
A BOOL
CSS SignFormFields (LPCTSTR FormName,
LPCTSTR IncludeName )

2314 FormName: [in] 341 form M4,
IncludeName: [in] #2253 . W1: FirstName, LastName”
2é7 “FirstName” f1 “LastName” fE#E ALY, HRFBEIA
| ERIERR LY,
1z [A{E] TRUE: 4RI,
FALSE: 24240

HTML 4% 2 el 8 €SS SignInTags

BOOL
SignInTags(LPCTSTR strBeginTag,

[LPCTSTR strEndTag)

Ve D br s AN Gk i br a2 (8]0 Himl SCRYIRERLK, IHuEiTEER
Ve, R PRS- HMEnRIFEMGRFEEZEF Htnl X
=

2300 strBeginTag :[in] EEHIRE
_ strEndTag  :lin] mﬁkh?-_p

& [B)4{f TRUE oA AP
FALSE: 25 W.
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HTML 338X 23 BiR%L: 0SS SignInTagsEx

bR 3 22 FFK BOOL
SignInTagsEx (LPCTSTR strBeginTag,
LPCTSTR strEndTag)
RIRIR GRS AR EZ A Html SCRYIREUH K, TS
fFe EREFRIG — IR ISR SRS — IS R AR &2 A 1Y
Html 3C#4,
strBeginTag :[in] EIRE. -

strEndTag :[in] &% ¥Rz,

| BOOL

CSS_VerifyData(LPCTSTR strData)
XA AZIE-S 2 A RBE 2 T IRAE.
strData: [in]  f¥ERUEMIBE #4038 .
TRUE: IRAESE42 T,

FALSE: BGUESE 4% M.

: CSS VerifyForm

BOOL

CSS VerifyForm( LPCTSTR FormName.
LPCTSTR ExcludeName,

BOOL bIncHidden)

Difemjr HITEE form PIHEIREMABNEELIN CEESESHARES |
{HREATIAE. FF5SIE form FETHIRA4A M Tab 24 00Y
form 70 {RIF—F.
FormName: [in] FFRUERT form B2 5.
ExcludeName:[in] A # 5 if #) F B B » #£ . 1o
FirstName, LastName” K7~ “FirstName” 1 “LastName” A~7E
B UEZ .
bIncHidden: [in] True F/R#HRIENZE ST Hidden 1,
False FnR#IE N BEARETT Hidden 1,
i [A]f TRUE: MRAFZ4 LT, |
FALSE: BAFE M.
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{3 F e £Y: CSS VerifyFormFields

eR H A2 FR BOOL
CSS VerifyFormFields (LPCTSTR FormName,
LPCTSTR IncludeName )

DhfemiJr HigE form PRI EMAEBABTENRLTRESHEHEANBELAE
AT IEAE . FF3EE form P 4§ 5E 8 ) 22 F M1 Tab i FF 1545 B ) form
: 36 s LR FF —2o _ |
2 %1% BH FormName: [in] fFIRUER) form HJZF.
IncludeName: [in] #HAFEIFBIHSIZ. W: FirstName, LastName
#7~ “FirstName” 1 “LastName” fF#{EUEZ %], HHFBIEHA
EHRUEZY.

12 [A{E TRUE: Bub3E24 T, |
FALSE: 38iE%E4 M.

HTML SC#SI8EeR Y : CSS_VerifylInTags

BOOL

| VerifyInTags( LPCTSTR strBeginTag, |

LPCTSTR strEndTag) |
RETRI AT WG ARG R AREZ A Heml SCRYIREUH K, FHFETIRE. & ;
¥ AR — IR SR SR 4 AR E 22 8 /) Html 304
ZEULH strBeginTag: [in] EEHEiFE.
strEndTag: [in] &SRR,
& [A{H TRUE: IRUEREIN;

FALSE: B&iF4:l.

PR B4 TR

HTML SCA48&F i FReR%L: ©SS VerifylnTagsEx

VerifyInTagsEx( LPCTSTR strBeginTag,
LPCTSTR strEndTag)

Ihig R4 W tb kL dbrE 7 A0 Hem] CRSEREUH 3K, FFHITIRAE. R
MARHLS — I AR R E R G — KRG B RIAr S Z 6 1) Heml |
=P
Z= ¥R strBeginTag: [in] Biri.
strEndTag: [in] &iHtrdE.
12 2] {i TRUE: BeiERkIh;

FALSE: BSEZ2:.

AT BOOL ' | "‘
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R ZEZEERIRIDERE: CSS GetImageldentity

Tap ey BSTR
CSS GetImageldentity () |
YIHEm] 9T HY 19 395 24 PR B ME— PR .

ESTIE: | o
2 BHELZERME—FRAME, HEEHEL.
A% B4 EIRE—HRA.

T E2AESR{EEEL: CSS GetlImageData

| EREATR BSTR
CSS_GetImageData ()
ThEtar RASLERHE. -
Z 3R .
| 1R[A{H T BAELAERAME, ENEHEEL.

g B4 EIG.

e

WEETAEBR{EEE: CSS SetImageData

B2 BOOL - :
| ESS_SFtImagE[_lata (LPCTSTR strﬂata} | |
| ThRETR) It WAL 4 ERE . e ZAE i Ih Vi SetEncodedData () G |
A fg i o
ZEIR A strData: [in] 228 ER1i. :
i B {1 TRUE: RERI). o
FALSE: wE AWM. - |
HHZ RS EL: CSS_GetEncodedData
| RS TR BSTR
| CSS_GetEncodedData () |
DhHETE At IR A R AP L E 12 1 7 B2 1Y) B 4
L R I - _
| &[2l{E £ WHNEHEA.
A BAEIRA.

EIEHRIEESEL: €SS SetEncodedData

R AFR Boo. -
) CSS_SetEncodedData (LPCTSTR strData)

DIRETR) /1 v FL PR AE 2 ER S e 35 W T A R A
Z3OR strData: [in)] ERZEZE QI EEATEREM.

FALSE: &3 20K

8




CAS 156-2007

1S EIFRI R EL: CSS SetCertificateURL

BREATR BOOL
SetCertificateURL (LPCTSTR strURL)

Thigmigr B2 T AER RIEAS ) URL Hoht.

2815 9 strURL: [in]  #R{EH5AY URL $EALRIUEFSILIFE o
iR [ TRUE:  BCERI.

FALSE: 8 KM

iR HEE%L: CSS GetErrorMsg()
BSTR
CSS GetErrorMsg()
ThHHE]IT XA RS H .
Z a8 X

25 HAFEAEEIRER.

12 [A{H

A HERTH B

5.2 BARZEERim
AR 55 28 3 LCOMIZ - iy sRAF4E, REELUTF R ERIETE:

J& Tk -

. BSTR PlainMessage: FT2M)8H i B

. BSTR Imageldentity: 4% PE{&ME—i7iR{H
. BSTR ImageData: 2542 BE{% A1

BSTR EncodedData: 7743 ik A 4w b 23
BSTR LastError: HHaHhif

VARIANT BOOL IsSignatureValid: 4 EE IEHT X
VARIANT_BOOL IsIssuerCertValid: uE45URFH UL T4
VARIANT BOOL IsCertChainValid: iEHEEREEA XN

VARIANT BOOL IsCertValid: ZZ2UPEFTHR

VARIANT BOOL IsCertTimeValid: % iE452 & IEWIH XX

VikiS
. FEEVBH A CSS _GetPlainMessage

B LZEERIR A CSS_GetImageldentity
. TR AE 42 B iE: CSS_GetImageData
. TR S 35 77 CSS_GetEncodedData
. L #ik: CSS_VerifyData
iEHBSF f7#=: CSS CertVerifySubjectCert
. CRL 3 ilF /7#%: CSS CertVerifyCRLRevocation
. F A MOHLEUE A7 #: CSS CertVerifyTimeValidity
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JIEATR

IRBXRA L A5 % G§S__GE1:P lainMessage

BOOL

CSS_GetPlainMessage (BSTR bstrOrigMessage,

BSTR bstrFieldNamelist)

ThEE 1T MAE B 5 05 1 6 S 79 B SO B .
bstrOrigMessage: [in] BWFIFE P WIBAZANEA.

Z 3R

IR
APl

bstrFieldNamelist: [in]

IR 25 S PR AT AT B o T

LIS 2 FRYIFE, AFRZ R “, 7 [E)F.

TRUE: R
FALSE: ZIX.

BOOL

SHH Y
i [[{H I

IiELFF
A DR

TRUE: J%Ih.
FALSE: 2,

P EZER{EAZE: CSS_GetImageData

BOOL

RN ZEBIRIRAE: CSS Getlmageldentity

‘EEE_GetImagquentity (BSTR hstrImageIdentityHame)
T RS ARG .
| bstrImageldentityName:

Lin] 242 FUR BOME— PRI 3 22 7R

CSS_GetlImageData (BSTR bstrImageDataName)

A TGl

23R
iR [B]

T2

Th i fi 11
2 ¥ B

i [A] 4§

10

TRUE: R%Ih;
FALSE: 2.

R 4RA3 3B A 3E: CSS GetEncodedData

BOOL

bstrimageDataName: [in] FFi%E4 B MOERIRMEZTR.

CSS GetEncodedData (BSTR bstrEncodedDataName )

HY 1946 47 1E 45 1) 9 PO B 4S
lin]

bstrEncodedDataName:

PR

TRUE: R%X).
F.Iﬂi.LSE . ﬁﬁﬂi o

180 UL 15 I 2R PO ERE () 320 42
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BSEA5E: CSS VerifyData

S EF 500l
CSS VerifyData (BSTR bstrPlainData,

BSTR bstrEncodeData)
FIH 3 24 B AT B

bstrPlainData: Lin] @Hﬁ:r iﬂﬂﬁﬁﬂ”lﬁﬁﬁi)\;
bstrEncodeData: [in] HWAUEEHREEEAE, HilAH4/)EH
$\ o

12 [ {E TRUE: HEUERKTY;
| FALSE: ZGuk5<l.

WEBRIEMEAE: CSS CertVerifySubjectCert

JT 24 FR | BOOL
| CSS CertVerifySubjectCert (BSTR bstrEncodeData,

- | BSTR bstrlssuerCertFileName)
EEE A RARE P B B {F B RUE B BUR E BT iR .
I’::itrEn-:ﬂdeData [in) B AT E R M4 IS EUIE, ik 4109 % 140
bstrIssuerCertFileName: [in] #iZZFHHBIUET 4.
12 0] {5 TRUE: &3 1EHi; -
FALSE: A+ A IE#.

CRL B&3EA3%: CSS CertVerifyCRLRevocation

7725 TR | BOOL
CSS CertVerifyCRLRevocation(BSTR bstrEncodeData,

BSTR bstrCrlFileName)

L ADE i3 CRL XA 77 S\ B UE 25 JE UE 45 4= 75 £ CRL ﬂﬁ':l:'u

Z 3% A bstrEncodeData: [in] WHIEPHISEEE, LA 40 %
A
bstrCrlFileName: [in] CRL {444,

1R [A1{H TRUE: YeiER%T);

FALSE: i MK .

WEB B BAIEAE: CSS CertVerifyTimeValidity

JT L2 FR BOOL
| CSS CertVerifyTimeValidity (BSTR bstrEncodeData)
TIHETR 1t WuEss EUEP B/ RBUNA . B | -
Z &1 A bstrEncodeData: [in] W FiE 350 % 0 £ 38, 8 of 4 15 /Y
EncodedData JETEHIA .
A0 : TRUE: B&iFmMT);

FALSE: B&1IF 20y .
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Foreword

China Association for Standardization (CAS) is a nationwide public organization that
organizes and carries out activities about domestic and international standardization.
Developing CAS Standard to meet the needs of enterprises and promote the work of

enterprise standardization is one of CAS’ work contents. Both groups and individuals at
home can offer the suggestion on developing or revising CAS standard, and participate in

the relevant work.

CAS standard is managed according to “Management Rules for the Standards of CAS”,
and developed on the basis of CAS 1.1—2001 “Rules for the structure and drafting of

standards of CAS ".

The draft of CAS Standard is open to the society for suggestion. Only with the vote of
more than 75 percent experts and members who attend the Meeting can the draft be

issued as the CAS Standard.
This standard specifies the IE interface of electronic signature system.

Under the general title “standard of application specification for electronic signature
system”, there are several parts as follow:

Part I: IE application interface

Part II: Office application interface
Part II: SmartCard interface

Part IV: USB key interface
Part V: Secunity PC intertace
Part VI: CA certificate interface

The annex of this standard is an application example.

This standard is proposed by Electronic Signature Standarzation Promoting Workgroup of
China Association for Standardization.

Organizations adopting CAS Standard should apply the registration of standard 1n
accordance with the current national relevant rule and are in charge of the technical

content..

In the process of implementing the standard, please mail the opinion and relevant
materials to CAS if you find something to be revised or complemented.

1
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|ntroduction

The Standard of Electronic Signature System uses Asymmetric Crptography technique.
It can be used to providc cntity authentication, data origin authentication, data

integrity authentication and non-repudiation service.

The Standard of Electronic Signature System is characterized by the introduction of a
graphical signature mechanism. Through this mechanism, the IE website design that

meets this standard can directly uses the signature card and then the convenience of
adding a website signature is improved.
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Standard of Application Specification for electronic signature system
Part 1: IE Application inmterface

1 Scope

This part provides the Standard of IE interface for Electronic Signature System, and it
is suitable for adding electronic signature to an IE website.

This part does not invole any specific crypto-operation. All crypto-operations are
running in cryptographic equipment that is compliant with the relevant state laws and

regulations.

Any content that involves cryptography in this part should be implemented according
to the relevant state laws and regulations.

2 Reference standard

The following standards contain provisions that, through reference in this text,

constitute provisions of this standard. For dated reference, subsequent amendments to,

or revisions of, any of these publications do not apply (excluding corrections), and
parties to agreements based on this standard are encouraged to investigate the

possibility of applying the most recent editions of the standards indicated below. For
undated references, the latest edition of the normative document referred to applies.

GB 15851 Information technology, Security technology, Digital signature

scheme with message recovery
GB/T 15843.1 Information technology, Security technology, entity

authentication, Part I: Overview

GB/T 15843.2 Information technology, Security technology, entity
authentication, Part II: Mechanism with symmetric
encipherment algorithm.

GB/T 15843.3 Information technology, Security tcchnology, entity
authentication, Part III: Mechanism with asymmetric

signature technology.

GB/T 15843.4 Information technology, Security technology, entity
authentication, Part IV:Mechanism with cryptographic check

function .
GB/T 15843.5 Information technology, Security technology, entity
authentication, Part V:Mechanism with Zero-knowledge

technology |
GB/T 17901.1 Information technology, Security technology,key management,

Part I:Framework N |
GB/T 17902.1 Information technology, Security technology,digital signature
with appendix, Part I: Introduction

GB/T 17902.2 Information technology, Security technology,digital signature
with appendix, Part II:Mechanism based on identity.
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GB/T 17902.3 Information technology, Security technology,digital signature
with appendix, Part II:Mechanism based on certificate

3 Terms and definitions and abbreviations

Following Terminology,definitions and abbreviations are used in this document.

3.1 Terminology and definitions

3.1.1 electronic records

Informations that are generated, sent, received or stored using electronic, optics,
magnetism or similar means.

3.1.2 electronic signatures

Data that are included or attached in electronic form in order to identify the signer and
show that the signer recognize data in the content.

3.1.3 electronic signer

The person who has the generative data of electronic signature and implements the
clectronic signature as himself or as a representative.

3.1.4 public key infrastructure (PKI)

Infrastructures that support pulic key mechanism and provide authentication,
confidentiality, integrity, non-repudiation and other security services.

3.1.5 certification authority (CA)

Authority that is trusted by uscrs and in charge of the generation and allocation of
certificates.

3.1.6 digital certificate(or certificate)

A trusted digital document that is digitally signed by a CA which is recognized by the
state and has authority,creditability and impartiality. A digital certificate has the

information of the public key owner, public key, signature algorithm and the digital
signature of CA. |

3.1.7 certificate val idation

A procedure to confirm the certificate is valid during given period, which could
possibly includes construction and process of a certification path, in order to ensure

that all the certifacates in that path is valid during given period(which means the
certificate is not revoked or expired).

3.1.8 certificate revocation list (CRL or Black list)

fﬁm indentified list, which indicates series of certificates that are considered to be
invalid by the certificate promulgator.

3.1.9 private key

The key between the key pair that is only known by this user(in public key
mechanism).

2
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3.1.10 public key
The key between the key pair that is published to the public(in public key

mechanism).

3.2 Abbreviations

The following abbreviations are used in this document.

API (Application Interface), interface for short
CA ( Certification Authority)

B/S (Browser/Server)

C/S (Client/Server)

PKI (Public Key Infrastructure )

4 The standard of |E application interface for electronic
signature system

4.1 The system structure of |E application interface for electronic
signature system

The system structure of the standar of Application Specification for electronic
signature system is shown 1n figure 1.

EEEEE = p e =y P - - S - P 5D ey s A S s 5 Sy - T -—_Se.

| |
* CA certificate |
. digital ccniﬁcaiﬂ :
i signature component
mage i ]
|
|
|
!

!_..
|
!
|
i
|

device manager | CSP
digital certificate

signature private key
storage media.

Signature image
cryptographic device

signature generation
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Figurel The system structure of ofthe standard of I|E application
Interface for electronic signature system

IE application interface of electronic signature system is located between

application system and cryptographic device. IE applications implement electronic
signature, signature verification and certificate verification by calling IE application

interface of IE application interface of electronic signature system. IE application
interface of electronic signature system implements specific crypto-operation and key
application in cryptographic device through standard interface.

IE application interface of electronic signature system of the standard covers the
differences among various devices(enctryption machine, enctrption card, smart IC
card and smart USB key, etc),covers the differences between cryptographic device

and cryptographic application intereface and realized the irrelevance between
application program and cryptographic device by supporting CSP interface style.

IE application interface of electronic signature system of the standard uses digital

signature technology. The digital signature should follow the privisions of state
standard GB 15851-1995 ,GB/T 15843 and GB/T 17902.

The message functions provided by IE application interface of electronic signature
system of the standard follow the format of PKCS#7.

4.2 The components and function explainations of |E application
interface of electronic signature system of the standard.

IE application interface of clectronic signature system of The standard consists of two
parts as follow:

. browser
. Sserver

4.2.1 browser

Browser of IE application interface of electronic signature system of The standard

encapsulates the PKI technology in COM control way. It solves the problem of
signature and seal and integrity checking of website content. It should be used in

Microsoft Internet Exploer 6.0 or later version.

fFunctions implemeted by Browser include(But not limited to following functions):

a) Document signature:To implement electronic si gnature on submitted message,
and this procedure needs the smart card of the signer.

b) Signature verification: the verification of the electronic signature.

c) View the certificate: Any user can view the di gital certificate information of
the signer.

4. 2.2 server

The server provides server verification component.User implements the electronic
signature on the web pages which needs to be submitted to the server and submits the

signed pages to the server through browser. Server checks whether the webpages have
been illegally modified by verifying the electronic signature.

1
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The functions that server provides include:

a) Signature verirication:Verifying the electronic signature, in order to check if

the web page messages have been illegally modified.
b) Validity verification of the signer’s digital certificate: Checking whether the

signer’s digital certificate is legally valid.

5 Function interface definition of |E application interface
of electronic signature system of The standard

The interface parameters of the functions defined in next part can’t be void except it is
clearly stated. |

5.1 Browser

The IE application interface functions in browser include following functions:

. Signature function: CSS_SignData

. Form signature function: CSS_SignForm

. domain signature function: CSS_SignFormFields

. HTML document signature function: CSS_SignInTags
. HTML document signature expansion function: CSS_SignInTagsEx

. verification function: CSS_VerifyData
- Form verification function: CSS_VerifyForm

. domain verification function: CSS_VerifyFormFields
. HTML document verification function: CSS_VerifylnTags

. HTML document verification expansion function:
CSS_VerifyInTagsEx

. Get signature image identity function: CSS_Getlmageldentity

. Get signature image data function: CSS_GetlmageData

. Set image data function: CSS_SetlmageData

. Get control property data function: CSS_GetEncodedData
. Set control property data function: CSS_SetEncodedData

. Set certificate verification address function: CSS_SetCertificateURL
- Error message function: CSS_GetErrorMsg()

5.1.1 Signature function: CSS_SignData

Function name BOOL \
CSS_SignData (LPCTSTR strData) |

Function To implements digital signature on imported plain text.

introduction |
Parameter strData: [in] The plain text to be signed.

introduction __ |
Returned value TRUE: Signing succeeded

FALSE: Signing failed
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5.1.2 Form signature function: CSS SignForm

Function name BOOL
CSS_SignForm (LPCTSTR FormName,

LPCTSTR ExcludeName,
BOOL bIncHidden )
To implement digital signature on all given input domain
introduction content in the given form.
parameter FormName: [in] The name of the form to be signed. |
introduction ExcludeName:[in] List of fileds and domains that should not be

signed. For example, “FirstName,LastName” means

“FirstName™ and “LastName” should not be signed.
bincHidden: [in] True means the signed content has Hidden

domain. False means the signed content does not have Hidden
domain.

Returned value TRUE: Signing succeeded.
FALSE: Signing failed.

5.1.3 domain signature function: CSS SignFormFields

Function name BOOL
CSS_SignFormFields(LPCTSTR FormName,

LPCTSTR IncludeName )
Function To implements digital signature on given input domain in given
introduction form.
parameter FormName: [in] Name of the form to be signed.
introduction IncludeName:[in]  Signed field list. For example,
“FirstName,LastName” means “FirstName” and

“LastName”are in Signed list,and the rest field are not.
Returned value TRUE: Signing succeeded

FALSE: Signing failed

9. 1.4 HIML document signature function: CSS SigninTags

Function name BOOL
SignInTags(LPCTSTR strBeginTag,

LPCTSTR strEndTag)

Function Extract the HTML document between the begin tag and end

introduction tag, and run the signature operation. This function only extracts
the HTML document between the first begin tag and end tag.

parameter strBeginTag :[in] Begin tag ]

introduction strEndTag  :[in] End tag
Returned value | TRUE: Signing succeeded
_ | FALSE:  Signing failed
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5 1.5 HTML document signature expansion function:CSS SigninTagsEx

Function name BOOL
SignInTagsEx(LPCTSTR strBeginTag,

- LPCTSTR strEndTag)
Function Extract the HTML document between the begin tag and end
introduction tag, and run the signature operation. This function extracts the
HTML document between the first begin tag and the last end
Lag. —
parameter strBeginTag :[in] Begin tag

introduction strEndTag  :[in] End tag
Returned value | TRUE: Signing succeeded

| FALSE:  Signing failed

5.1.6 verification function: CSS_VerifyData

Function name BOOL
CSS_VerifyData(LPCTSTR strData)

Function Verify the imported data and inner signature data of the control.
introduction _ i -

parameter strData: [in]  Data to be signed

introduction

Returned value | TRUE: Signature verification succeeded.
FALSE: Signaturc verification failed. |

5.1.7 Form verification function: CSS VerifyForm

Function name BOOL |
CSS_VerifyForm( LPCTSTR FormName,
LPCTSTR ExcludeName,
BOOL bIncHidden)
Function Verify the inner signature data of control with the given input
introduction domain content in given form as plain text. All the domain

name and Tag sequence in the form to be verified must be same
as the sequence when it was signed.
parameter FormName: [in] Name of the form to be verified.
introduction ExcludeName:[in] List of the fileds that should not be
verified.For example ,“FurstName,LastName suggest

“FirstName”and “LastName”are not to be verified
bincHidden: [in] True suggests the content to be verified has

a Hidden domain. False suggests the content to be verified
doesn’t have a Hidden domain.

Returned value TRUE: Signature verification succeeded.
FALSE: Signature verification failed.




CAS 156-2007

5.1.8 domain verification function: CSS VerifyFormFields

BOOL

CSS_VerityFormFields(LPCTSTR FormName,

LPCTSTR IncludeName )

Verify the inner signature data of control with the given input
domain content in given form as plain text. All the domain

name and Tag sequence in the form to be verified must be same
as the sequence when it was signed.

parameter FormName: [in] The name of the form to be verified.
introduction IncludeName:[in] The list of the verified field. For example,

FirstName and LastName suggests “FirstName” and
“LastName” are 1n the list to be verified, and the rest fileds
are not in the list to be verified.

TRUE: Signature verification succeeded.
FALSE: Signature verification failed.

5.1.9 HTML document verification function: CSS VerifylnTags

Function name

Function
introduction

[ BOOL
VerityInTags( LPCTSTR strBeginTag,
LPCTSTR strEndTag)

Function Extract the HTML document between begin tag and end tag,
introduction and verify it. This function only extract the HTML document

between the first begin tag and first end tag.
strBeginTag: [in] Begin tag
introduction strEndTag: [in] End tag
TRUE: Verification succeeded
FALSE: Verification failed

9.1.10 HTML document verification expansion function: CSS VerifylInTagsEx

Function name

Function name | BOOL
VerifylnTagsEx( LPCTSTR strBeginTag,
LPCTSTR strEndTag)

Function Extract the HTML document between begin tag and end tag,
introduction and verify it. This function only extract the HTML document

between the first begin tag and the last end tag.

strBeginTag: [in] Begin tag

introduction strEndTag: [in] End tag
Returned value | TRUE: Verification succeeded
| | FALSE: Verification failed
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5.1.11 Get signature image identity function: CSS GetlImageldentity

Function namc BSTR

| | CSS_GetImageldentity() _
Function Get the unique identity of the signature image
introduction
parameter N/A
introduction

Returned value | Void: There is no unique identity of the signature image, which
means there is no signature.
Not void: the unique identity of the signature image.

5.1.12 Get signature image data function: CSS GetlImageData

Function name BSTR
CSS_GetImageDatal() B

Function Get the data of the signature unage

introduction

parameter N/A

introduction

Returned value | Void: there is no signature image data, which means there 1s no
signature
Not void: signature image data.

5.1.13 Set image data function: CSS_SetImageData

- | Function name BOOL
| CSS SetImageData(LPCTSTR strData)

Function Set the signature image data. This function must be called after

introduction successfully calling the SetEncodeData(). |

parameter strData: [in] Signature image data

introduction | e |

Returned value | TRUE: Setting succeeded

FALSE: Setting failed _

5.1.14 Get control property data function: CSS_GetEncodedData

| Function name BSTR
CSS_GetEncodedData()

 Function Get the properties data that the control needs other than
introduction signature 1mage.
parameter N/A
introduction

Returned value | Void: When there is no signature

| Not void: Signature image data 3
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5.1.15 Set control property data function: CSS SetEncodedData

Function name | BOOL
CSS_SEtEuchedData(LPCTSTR strData)

Set the properties data that the control needs other than
introduction signature image. ) )

strData: [in] The property data that the control needs other than
introduction signature image.

TRUE: Setting succeeded
FALSE: Setting failed

5.1.16 Set certificate verification address function -
CSS SetCertificateURL

SetCertificateURL(LPCTSTR strURL
Set the URL address of the root certificate when the signature
introduction

1s being verified.

parameter sttURL: [in] The URL address and certificate filename of
introduction the root certificate.

Returned value | TRUE: Setting succeeded.
| FALSE:  Setting failed.

9. 1. 17 Error message function: CSS GetErrorMsg ()

Function name | BSTR
CSS_GetErrorMsg()

Function Get the error code message.
introduction

parameter N/A

introduction

el
- Returned value

Void: when there is no error message
Not void: the error message

5.2 Server

The server exists as COM control and it provides following methods and properties:

Properties:
. BSTR PlainMessage: The signed plain text
. BSTR Imageldentity: The unique identity of the signature image
. BSTR ImageData: The signature image data

. BSTR EncodedData: The encoded data with certificate
. BSTR LastError: Error description
. VARIANT_BOOL IsSignatureValid: Whether the signature is valid

10



CAS 156-2007

. VARIANT BOOL IsIssuerCertValid: Whether the certificate of the
certificate promulgator is valid.

. VARIANT_BOOL IsCertChainValid: Whether the certificate chain is valid
. VARIANT_BOOL IsCertValid: Whether the signature certificate is valid

. VARIANT _BOOL IsCertTimeValid: Whether the signature certificate
1s correct and valid.

Methods: |
. Get plain text method: CSS_GetPlainMessage
. Get the signature image identity method: CSS_Getlmageldentity
. Get signature image data method: CSS_GetImageData

. Get encoded data method: CSS_GetEncodedData

. Verify the data method: CSS_VerifyData Verity the data

. Verify the certificate method: CSS_CertVerifySubjectCert Verify the certificate
. Verify the CRL method: CSS_CertVerifyCRILRevocation Verify the CRL

. Verify the time validity of the certificate method:
CSS_Cert VerifyTimeValidity

5.2.1 Get plain text method: CSS_GetPlainMessage

| Method name BOOL '
CSS_GetPlainMcssage (BSTR bstrOrigMessage,

BSTR bstrFieldNameList )
Function Get the plain text message data from the imported origin
introduction message.
parameter bstrOrigMessage: [in] Message submitted from the user.
introduction

bstrFieldNamelL.ist: [in] The list of domain name that
should be filtered in the user submitted message. The names are

& 37

separated with “,
' Returned value TRUE: Succeeded

| | FALSE: Failed -

5. 2.2 Get the signature image identity method: CSS Getimageldentity

Method name BOOL
CSS_GetImageldentity (BSTR bstrImageldentityName )

Function Get the unique identity of the signature image
introduction | _ __
parameter bstrImageldentityName: [in] The unique identity domain name

introduction of the signature image.

Returned value TRUE: Succeeded
FALSE: Failed —__—__—|
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5.2.3 Get signature image data method: CSS GetlImageData

Method name BOOL
CSS_GetImageData (BSTR bstrImageDataNamﬂ)

Function Get the signature image data
introduction

parameter | bstrImageDataName: [in] The name of the domain that contain
introduction the signature image data

Returned value TRUE: Succeeded
FALSE: Fai}ed

5.2.4 Get encoded data method: CSS GetEncodedData

CSS_GetEncodedData (BSTR bstrEncodedDataName )
Get the encoded data with certificate
introduction -

parameter bstrEncodedDatalName: [in] The name of the domain that
introduction contain the encoded data with certificate.

Returned value | TRUE: Succeeded
FALSE: Failed

5.2.5 Verify the data method: CSS VerifyData

Method name BOOL
CSS_VerifyData (BSTR bstrPlainData,

BSTR bstrEncodeData)
Verify whether the signature data has been illegally modified.
introduction -
parameter bstrPlainData:  [in] Plain text, input through the control
introduction property

bstrEncodeData: [in] The encoded data with certificate,
input through the component propert

Returned value TRUE: Verification succeeded
FALSE: Verification failcd_ _

5.2.6 Verify the certificate method: CSS CertVerifySub jectCert

BOOL
| CSS_CertVerifySubjectCert(BSTR bstrEncodeData,
| BSTR bstrissuerCertFileName)

Function  Verify whether the certificate is promulgated by trusted
introduction | promulgator by verifying the certificate file.

Method name

12
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p'ﬂrzﬁietér | bstrEncodeData: [in]- "Encoded data with certificate, input
introduction through the component property
bstrlssuerCertFileName: [in] The certificate file name of

romulgator. e
TRUE: The promulgator 1s correct
FALSE: The promulgator 1s incorrect

Retumed value

5.2.7 Verify the CRL method: CSS_CertVerifyCRLRevocation

Method name BOOL
CSS_CertVertfyCRLRevocation(BSTR bstrEncodeData,

BSTR bstrCrlFileName)
Function Verify whether the given certificate is in CRL list through CRL
introduction file. B | _
parameter bstrEncodeData: [in] The encoded data with certificate, input
- introduction through the component property.

bstrCrllFileName: [in] CRL file name
Returned value TRUE: Verification succeeded
FALSE: Verification failed

5.2.8 Verify the time validity of the certificate method:
CSS CertVerifylTimeValidity

Method name BOOL
CSS_CertVenfyTimeValidity(BSTR bstrEncodeData)

Function Verify whether the given certificate 1s 1n valid period.
introduction

parameter | bstrEncodeData: [in] The encoded data with certificate, input
introduction | through the EncodedData property of the component. N

Returned value TRUE: Verification succeeded.
FALSE: Verification failed.
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Annex A
(Informative Annex)
A pratical example

A.1 ESS web page electronic signature system

ESS web page eletronic signature system is bascd on electronic signature system of

The standard and it implements eletronic signature on web pages, and it applicates on
application system based on B/S structure. This system consists of two parts of server
and browser. The user implements electronic signature on web pages needed to be
submitted to the server in browser, and submits the signed web pages to server. The

server check whether the web page content has been illegally modified by verifying

electronic signature. The logic structure of ESS web page electronic signature system
1s shown as followed:

[
f—
Digital Certilicate

- .
LSIMEY p

L-ﬁ__
-I-
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:"“"“ ¥ LY

ESS web page eletronic signature system is a web page signature system that can
implements digital signature on sensitive information of one or many domain of Web

pages sheet and stamp signature and seal on it.

ESS web page electronic signature system implements signature operation on

sensitive information of one or many domain of Web page sheet in client, and then
transfer the encoded generated signature information to server as a part of the request.

The server-end verifies the received request. The signature operation in client is

finished by ActriveX control. Verification could be done in client, and the
auto-verification is supported. The client provides various operation interface, and

interface that could implements digital signature and content verification on given
plain text and given input domain and all needed input domain. If the signed origin
text message is chosen as input domain to all needs, the programer doesn’t need to
specify which information needs signatures and which information doesn’t. Therefore,

when programmer uses this system, the on client i1s very easy.

In server-end, all the verification tasks is automatically finished by system. All the
programmer need to do is easily adding the calling of signature verification function

in the front of the origin program, which will not influence the origin program
function.

A.2 ESS web page eletronic signature system function
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The browser-end of ESS web page electronic signaturc systecm provides a visual
signature control, whose main functions are shown as followed:

a) It can display transparent seal or hand-writing signature(stamp for short) at
any location of the web page. It has excellent visual cffccts. The stamp can
move freely before signing, and it cannot after signing.

b) Document signature: It can implements digital signature on given content of
web page Form, and it supports co-signing of multi-units and
multi-persons.

¢) Document verification: It can verify the integrity of the signing result.

d) Signature authentication: authenticate the signature, and authenticate the
authenticity and the reliability of the signature.
e) View certificate: View the signer’s personal information.

f) View signing time: View the time when signer signed the document.

The operation on browser-end of ESS web page electronic signature system is easy.

All operation of the user could be completed by right-clicking. The control interface is
shown as follow, which are the interface before the signing and after the signing

respectively.

o
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The server-end of ESS web page electronic signature system could implements series
of verification on the integrity of the client signature and validity of the signer's

certificate.

The verification tasks are mainly completed by server-end components. The
server-end component can be called by easily adding scripts in web pages. The
server-end component can complete following functions:

a) Verify whether the signature has been illegally modified.

b) Verify whether the promulgator of the client signing certificate is valid.

c) Verify whether the client signing certificate is promulgated by trusted CA list.
d) Verify whether client signing certificate is in CRL list.

e) Verify whether client signing certificate is in valid period.
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